
  

 

NNN OOO .  1 4.  1 4.  1 4    S E P T E M B E R  2 0 0 6S E P T E M B E R  2 0 0 6S E P T E M B E R  2 0 0 6    

AAARMINGRMINGRMING A A AGAINSTGAINSTGAINST   AAA S S SEAEAEA   OFOFOF T T TROUBLESROUBLESROUBLES   

Maritime Security Under the Shadow Maritime Security Under the Shadow Maritime Security Under the Shadow    
of Terrorismof Terrorismof Terrorism   

 

This article was originally published in the Fall 2006 
issue of DFI Quarterly, the predecessor publication to 
THE Avascent REVIEW 



2 

 

E ach day, more than $1.3 billion in goods, 
95 percent of the United States’ foreign 

trade, moves through the nation’s 361 major ports. 
More than 90 percent of global trade moves by sea, 
through a world merchant shipping network that 
transports more than 30 trillion ton miles annually.1 
Securing this volume of trade while maintaining free 
and efficient commerce is a daunting challenge for 
government and industry.2   

Despite the huge economic import of seaborne 
trade, funding new security measures remains prob-
lematic for all parties involved. Governments are 
struggling to balance the costs of enhanced secu-
rity—both technological and procedural—against the 
costs of other infrastructure improvements. Multina-
tional industries (such as the shipping, offshore pe-
troleum and cruise industries) operate on tight mar-
gins and have few dollars to spend on unique solu-
tions to post–9/11 security challenges. Both the pub-
lic and private sectors are looking outward for 
sources of money and technological “silver bullets” 
that may not emerge despite the perception of 
growth in the security market. 

Post–9/11 security requirements have increased 
demand for security capabilities across all nodes of 
the international maritime trade network. However, 
actual investment by government and industry is 
fragmented across three overlapping but unique do-
mains—ports, shipping, and naval defense. In addi-
tion, customers in need of security technologies or 
services, and their suppliers, must operate within a 
regulatory framework that fails to resolve potential 
conflicts between national and multinational legisla-
tion. Finally, the segments of government with the 
greatest resources—federal defense and law enforce-
ment services—are, like their relatively poorer cous-
ins—the state and local ports authorities and com-
mercial fleet owners—averse to spending on un-
proven technological solutions. The result is a mar-
ket space dominated by an appetite for low-cost, low-
risk solutions that can easily be integrated into cur-
rent infrastructure and platforms.  

 
The Evolving Maritime Environment 
Even before 9/11, the globalization of raw materials 
supply, product manufacturing, and marketing was 
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changing the operational 
context for maritime trade. 
Commercial best practices 
such as just-in-time logis-
tics have been widely 
adopted, linking more sec-

tors of the global economy—even those far from the 
littorals—to the world’s maritime transportation sys-
tems. As a result, basic risk to the global economy 
has increased, and with it, potential vulnerabilities to 
these systems. 

With more trade moving by sea and passing 
through the world’s ports, the possibility of major 
disruption has gained considerable attention. The 
9/11 terrorist incidents heralded a new threat envi-
ronment, one in which the consequences of an at-
tack—especially with the potential use of a weapon of 
mass destruction (WMD)—could exceed anything 
the maritime industry has experienced to date. For 
example, the US government has hypothesized that a 
chemical, biological or radiological weapon could be 
delivered to a port concealed in an ISO container.3 
The temporary closure of a major port, such as New 
York, Los Angeles or Singapore, in response to such 
an event would disrupt world trade and cost billions 
of dollars. 

While the risks of disruption by war, piracy and 
other crises have long been considered among the 
costs of doing business internationally, the challenge 
of preventing or mitigating the consequences of ma-
jor criminal acts (such as terrorism) has inspired a 
range of new regulatory measures. However, it re-
mains unclear how the international community will 
resolve potential conflicts between national and 
global approaches. For example, the United States is 
pursuing a number of independent regulatory meas-
ures that may complement or conflict with measures 

taken by international organizations or other na-
tions.  

In 2002, the International Maritime Organization 
(IMO) adopted the International Ship and Port Facil-
ity Security (ISPS) regulations, which outline en-
hancements and industry-wide standardization for 
vessel security. In addition to measures adopted by 
the European Union, the Brussels-based World Cus-
toms Organization has promulgated its own stan-
dards and methods to secure marine transportation. 
Other measures, such as those implemented by the 
US government under the US Maritime Transporta-
tion Security Act (MTSA) of 2002, have also contrib-
uted to the international regulatory framework. 
Jointly, the United States and the IMO have called 
for long-range international tracking of ships as part 
of efforts to screen cargo before it reaches shore. 
However, some US initiatives have met with skepti-
cism abroad. For example, the Container Security 
Initiative (CSI), which seeks to regulate the inspec-
tion of high-interest cargo overseas, has been viewed 
by some nations as a challenge to local sovereignty. 

In 2005, the US government published its Na-
tional Strategy for Maritime Security, the culmina-
tion of a four-year effort by the Department of 
Homeland Security (DHS) and the Department of 
Defense to develop a plan of action for securing and 
defending the nation’s multi-billion-dollar trade. Ac-
cording to the 2005 strategy, the US government per-
ceives the threat from a WMD attack on a US port, 
or the use of a US port to transit a WMD to another 
target, as the highest tactical priority. The strategy 
defines a continuum of potential threats to US-
international trade, ranging from high-end threats 
(peer nation-states) to low-end, asymmetric threats 
(terrorism), which can be highly disruptive to com-
merce and commodity pricing. It should be noted 
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that while terrorists have yet to strike at a specific 
port target or massively disrupt high-seas trade, an 
effects-based strategy (such as that which yielded the 
2002 bombing in Bali, Indonesia, and the Madrid 
and London transport systems bombings in 2004 and 
2005, respectively) makes the global maritime trans-
portation system a particularly attractive target. 

In response to the events of the past five years, 
the international community has moved toward 
multi-layered maritime 
trade defense and secu-
rity strategies. Govern-
ments desire a predictive 
approach that enables 
the identification of 
threats, the protection of 
critical infrastructure 
from those threats, and 
the mitigation of conse-
quences (militarily, eco-
nomically, and politi-
cally) in the event of an attack. The new international 
defense and security strategies paradigm should 
command the attention of all sectors of industry, as 
their livelihoods are intimately tied to the liberty and 
safety of seaborne trade. 

      A multi-layered approach to maritime secu-
rity requires integrating the activities of various 
stakeholders with complementary objectives at three 
levels of overlapping responsibility: port security; 
shipping security; and maritime defense (see figure 
1). At each of these levels, industry plays vital roles as 
both provider and consumer of maritime security 
services.  

 
Port Security 
The ports are the focal point for the majority of en-

hanced security planning and investment. It is at the 
ports where all the stakeholders in maritime trade—
federal regulatory authorities, law enforcement and 
defense services, state and local agencies, and indus-
try—cross paths. 

Since 2002, the United States has defined its own 
legislative framework aimed at reducing vulnerabili-
ties and mitigating the consequences of acts of ter-
rorism (especially the possible use of a WMD) 

against the nation’s 
maritime transportation 
system, which includes 
ports and navigable wa-
ters. Under MTSA, DHS 
has leveraged the US 
Coast Guard (USCG) 
and US Customs and 
Border Protection (CBP) 
to assess risk and de-
velop plans to deter, pre-
vent, and respond to ter-

rorist threats. 
Security and technology providers have found an 

accessible market, as MTSA calls for a number of se-
curity enhancements at ports. These enhancements 
include technologies for enhanced personnel and 
cargo screening and perimeter surveillance. Yet, even 
with the introduction of new technologies, DHS 
notes that only a fraction of arriving cargo containers 
may be screened by a system that lacks the man-
power, dollars, or strategic will to filter every ton that 
passes through the marine transportation system. 
That fact drives a persistent requirement for greater 
automation, tracking, and data management capa-
bilities.  

Acknowledging the limits of its inspection capac-
ity—there will never be enough customs agents, cut-

FIGURE 1 

Port
Security

Shipping
Security

Maritime
Defense

Three Overlapping Areas of Maritime Security
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ters or Coast Guard boarding parties to inspect every 
container arriving from overseas—DHS has outlined 
a layered approach that includes partnerships with 
other nations and offshore monitoring to screen 
high-risk vessels and cargo before they enter US 
ports. 

    DHS’s layered approach includes both proce-
dural measures, such as a 24-hour advance manifest, 
96-hour advance notice of arrival, and security 
boarding, along with the introduction of new tech-
nology. For example, CSI includes the so-called 
“Smart Box” program to equip ISO containers with 
monitoring devices that display evidence of tamper-
ing. 

Other US government agencies have stepped in 
to assume roles in port security. In 2003, the Depart-
ment of Energy’s National Nuclear Security Admini-
stration (NNSA) launched the Megaports Initiative, 
tied to DHS’s CSI. NNSA’s role is to track, at more 
than 70 ports worldwide, potential smuggling of fis-
sile materials through the global maritime transpor-
tation system. 

It is noteworthy that while international consen-
sus exists on many co-
operative approaches 
to securing the global 
containerized cargo 
trade, some nations 
and industries resent 
measures such as CSI 
and DHS’s Customs-
Trade Partnership 
Against Terrorism (C-
TPAT) as overly intru-
sive. DHS has formed 
partnerships with sev-
eral other nations’ 

ports to implement 
US customs regula-
tions abroad, and to 
a l low forward-
deployed US agents to 
screen suspect cargo 
at a port of origin. 
However, some na-
tions criticize these 
measures as a de facto 
surrender of sover-
eignty.4 

A major concern 
is determining who 
will bear the costs of 
implementing new 
security measures, 
including the purchase of new technologies. The 
Megaports Initiative, for example, has embraced de-
tection equipment but that plan is likely to be very 
costly for the majority of port operators. Market pro-
jections do not accurately account for the inhibiting 
cost of new systems and upgrades to existing sys-
tems. These costs are likely to stall capability aug-
mentation. According to the UK’s National Endow-
ment for Science, Technology, and the Arts, the cost 
of the kind of new screening technologies described 
by the Megaports Initiative—such as the Advanced 
Spectroscopic Portal System and hand-held radiation 
detection devices—could top $1.3 billion.5 

While the market outlook, from a requirements 
standpoint, may seem good for technology providers, 
market potential may only be realized slowly. For US 
state and local port authorities, compliance with 
MTSA presents a major financial challenge. USCG 
estimates that implementing MTSA at US ports will 
cost $7.5 billion over ten years. According to the 

Launched in January 2002
as a reciprocal government-
to-government program

Coordinating Agency: US 
Customs and Border 
Protection

Objective: Identify and 
screen high-risk US-bound 
containers using non-
intrusive inspection and 
radiation detection 
technology

CSI Ports: 50 currently 
worldwide, or about 90% of 
transatlantic and transpacific 
cargo imported into the US

Launched in November 2001
as a voluntary government-
business program

Coordinating Agency: US 
Customs and Border 
Protection

Objective: Ensure compliance 
with security practices by 
companies directly 
responsible for importing, 
transacting, and coordinating 
commercial import cargo into 
the US

C-TPAT Businesses: US 
importers, US highway 
carriers, air/rail/sea carriers, 
US marine port 
authorities/terminal 
operators, customs brokers, 
certain foreign manufacturers
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American Association of Port Authorities (AAPA), 
more than $400 million in annual federal funding is 
needed to maintain security at US ports. Since 9/11, 
US ports have requested $3.8 billion in port security 
grant funding, of which only 19 percent, or $708 mil-
lion, was received by 2005.6 

Amid demands for other infrastructure improve-
ments and with limited federal funding available, 
state and local agencies are unable to make major 
investments in new technologies for security. Offi-
cials with AAPA note that money spent on security 
reduces available funds for other capital improve-
ment programs. For example, the Port of New York 
and New Jersey already is engaged in a major infra-
structure improvement effort, under a planned $1.6 
billion investment to improve access for the largest 
container ships.7 Security officials with cruise lines 
and shipping firms echo AAPA in noting that with-
out federal funding, few companies would be willing 
to risk independent investment in security technolo-
gies. 

Limited funding also is a major obstacle for tech-
nology providers. Providers of such sophisticated 
solutions as unmanned or remotely operated vehicles 
and advanced sensors face a Catch-22 vis-à-vis  their 
government and industry customers. While key in-
dustry customers (ports and shippers, offshore petro-
leum and cruise lines) wait for the federal govern-
ment to come forward with solutions, government 
agencies are looking to industry to see what tech-
nologies will be embraced before committing grant 
funding to new projects. 

Regulatory and funding challenges aside, the de-
sire to enhance security at ports is unlikely to dimin-
ish. The developmental trend toward (as-yet vision-
ary) “MalaccaMax” super tankers or super container 
ships—ships with more than 18-foot draft and ca-

pacities of 18,000 Twenty-foot Equivalent Units 
(TEUs), a standard of measure used to assess con-
tainer traffic flows—has driven the evolution of 
mega-ports, such as Singapore. Although the realiza-
tion of MalaccaMax hulls may be some years off, the 
growing size of container and tanker ships has en-
hanced potential vulnerabilities in the global mari-
time trade network at the few, computer-controlled, 
deep draft mega-ports able to accommodate them. 
Should a crisis debilitate one of these ports, the re-
percussions for global commerce would be catastro-
phic. 

 
Shipping Security 
Beyond the ports and the regulatory boundaries that 
govern national maritime transportation systems, 
commercial fleet owners face the challenge of secur-
ing their cargo and passengers in transit. On the 
open sea, the primary stakeholders are major ship-
ping firms, offshore petroleum companies and cruise 
lines. Other key players include navies and coast 
guards. Industry has looked to government defense 
and security forces to provide security solutions for 
oceangoing trade, including measures to protect 
against piracy and the threat of terrorism at sea. 
While recent events have increased awareness of the 
risks to maritime shipping, the precedent for 
counter-terrorism measures at sea was set long be-
fore 9/11, hearkening back to the 1985 hijacking of 
the Achille Lauro. 

Asian governments associated with the Straits of 
Malacca—one of the world’s busiest and most vul-
nerable ship passageways—have implemented coop-
erative solutions to the threats from piracy, and more 
recently have applied similar approaches to counter-
terrorism. These cooperative solutions include coor-
dinated sea and air patrols by the region’s naval and 
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air forces, a new Malaysian Maritime Enforcement 
Agency (analogous to the USCG), and enhanced, co-
operative remote sensing efforts, such as the bilateral 
agreement between Indonesia and Singapore to 
launch a new surveillance radar system.8 The tech-
nology requirements of these cooperative solutions 
are largely addressed through defense and law en-
forcement budgets. 

Though piracy remains an acute risk in some 
parts of the world, such as the littorals of South East 
Asia, Africa and South America, commercial vessels 
are most vulnerable to security breaches during tran-
sit to and from port, and while berthed. Thus, the 
security interests of fleet operators chiefly overlap 
with those of the ports that service their vessels, and 
not necessarily those of defense and law enforcement 
forces. There is some disagreement between vessel 
owners and ports as to who should bear what portion 
of the cost of implementing security solutions. This 
debate is especially tense in foreign countries. While 
US ports benefit from federal grant funding (a total 
of $200 million in fiscal year 2007), equivalent levels 
of government funding are not necessarily available 
to the multinational commercial fleet owners. 

As a result of funding limitations, shipping and 
cruise industry security professionals are interested 
in enhanced security measures, but are reluctant to 
devote scarce resources to the acquisition of un-
proven technological solutions. Fleet owners (like the 
state and local port authorities) are most interested 
in commercially derived technologies that may be 
integrated easily with existing facilities, platforms, 
and systems at the lowest cost. 

Meanwhile, the design trend in transport capac-
ity continues upward in terms of gross tonnage or 
passenger load carried per ship. This trend has led 
shipbuilders to develop increasingly large vessels, 

placing a corresponding pressure on infrastructure. 
As the ships get larger, the number of ports, canals 
and waterways that may service them diminishes. 

For example, today’s post-PanaMax ships (a clas-
sification including the largest container vessels) may 
carry more than 8,000 TEUs, and designs now on the 
drawing board at shipbuilders in Europe and Asia 
may offer more than 12,000 TEUs capacity by the 
end of this decade. For major shipping companies—
including large fleet-owners such as Maersk Line, 
MSC and CMA/Delmas—the trend toward larger, 
faster vessels has been a means of staying competitive 
in a global marketplace that values carrying capacity 
(though often underutilized) and speed of delivery. 

The super-ports of the world, such as Singapore 
or Rotterdam, are few, and the lion’s share of global 
trade now passes through these strategically located 
choke points. A terrorist attack involving shipping at 
one of these vital hubs could temporarily shut down 
international sea trade. Repercussions could include 
a costly loss of customer confidence and a spike in 
demand for security spending, analogous to the ef-
fects of 9/11 on commercial air traffic. 

Moreover, international cruise lines are building 
larger vessels to accommodate predicted increases in 
annual passenger traffic (estimated to grow to more 
than 14 million by the end of this decade).9 Should a 
terrorist organization with a desire to cause maxi-
mum casualties attack a modern mega cruise ship, 
the potential loss of life could be devastating to an 
industry already vulnerable to waning consumer con-
fidence. 

Some security technology and service solutions 
designed to address one area of assessed vulnerability 
may be applicable to others, although government 
and industry security professionals are quick to point 
out that there are no “silver bullets.” For example, the 
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International Maritime Bureau has endorsed several 
technologies for combating piracy, including Lew 
Aerospace’s Inventus unmanned aerial vehicle 
(UAV), Secure Ship anti-boarding electrical fencing, 
and ShipLoc satellite tracking systems. All these tech-
nologies may also be useful to prevent terrorist at-
tacks or to mitigate their consequences. 

 
Maritime Defense 
For naval forces and their suppliers, the maritime 
security market space is defined by the requirements 
of key capability areas, such as maritime interdiction, 
ship self-defense, and force protection. Sensors and 
weapon systems acquired for wartime missions may 
be applied to counter-terrorism operations, as has 
been the case through the US Navy’s Program Execu-
tive Office, Littoral and Mine Warfare (PEO LMW). 
This office was established in 2004 as a focal point for 
the acquisition of asymmetric warfare capabilities, 
including those of the Naval Special Warfare com-
munity and force protection units.  

PEO LMW acquires a variety of technologies for 
use in counter-terrorism operations, including unin-
habited undersea vehicles, shipboard self defense sys-
tems, command, control, communications, intelli-
gence, surveillance and reconnaissance equipment, 
small arms, and body armor. 

Traditional boundaries between government se-
curity/law enforcement forces (including coast 
guard, customs and police) and defense forces 
(especially navies) with regard to establishing and 
maintaining global maritime trade security are be-
coming increasingly blurred. In today’s threat envi-
ronment, defense forces must work closely with law 
enforcement agencies and industry to develop lay-
ered approaches to security. Whereas the US Navy’s 
traditional role includes “maintaining the freedom of 

the seas,” its role in enhancing security for maritime 
trade supports the overseas mission of law enforce-
ment organizations, such as USCG and CBP. 

Under the rules of engagement adopted for the 
Bush administration’s global war on terror, the US 
Navy has adapted traditional functions of war and 
defense (blockade, interception, search, and seizure) 
to security operations. For example, US Navy ships 
engaged in so-called Maritime Interdiction Opera-
tions may operate as backup for host-nation customs 
patrols. Similarly, a US Navy ship may carry a USCG 
detachment to 
board and inspect 
vessels and to de-
tain or arrest sus-
pected criminals. 

The adaptation 
of traditional naval 
warfare capabilities 
to security opera-
tions has spurred a 
restructuring of US 
naval forces to in-
clude expeditionary 
force protection units. High-interest technologies 
sought by PEO LMW and other acquisition offices 
mirror those sought by industry and port authorities, 
including automated surveillance, personnel self-
defense equipment, and autonomous systems to es-
tablish and secure vessel and facility perimeters. 

The US Coast Guard, having taken a wartime 
footing at home and overseas since the 2003 invasion 
of Iraq, also has adapted its core law enforcement 
and marine safety capabilities to the anti-terrorism 
mission. For example, USCG cutters patrolled the 
Persian Gulf in support of the naval blockade against 
Iraq, and following the war, cutters and USCG Port 

Traditional boundaries 
between government 

security/ law enforcement 
forces and defense forces 

with regard to establishing 
and maintaining global 

maritime trade security are 
becoming increasingly 

blurred 
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Security Detachments took on the missions of secur-
ing and defending Iraqi oil terminals off al-Faw Pen-
insula in southeastern Iraq. 

Yet even as naval and law enforcement services 
have joined forces to emphasize maritime trade secu-
rity, budgetary pressures limit the market potential 
in defense for security technology and service pro-
viders. For example, USCG is committed to an ar-
guably insufficient $19 billion modernization and 
recapitalization program, known as the Integrated 
Deepwater System. Deepwater is not the only pro-
gram in USCG’s portfolio, but it demands the lion’s 
share of investment dollars. The US Navy’s annual 
budget, estimated at $132.5 billion in fiscal year 2006, 
shows declining investment in research and develop-
ment (-7.4 percent cumulative average growth 
through fiscal year 2011) and modest growth in pro-
curement (8.5 percent through fiscal year 2011).10 

 
Conclusions 
With financial resources unable to keep pace with the 
growing security demands of global maritime trans-
portation, a successful approach for security solution 
providers will seek to minimize, not eliminate, risk. 
For ports and the shipping industry, addressing the 
threat from terrorism, piracy and other risks, such as 
natural disasters, is factored into the cost of doing 
business. 

Fleet owners and ports alike will continue to fo-
cus on commercially derived technology solutions 
that provide the most cost-effective enhancement to 
current security measures. Industry is unlikely to em-
brace untested technologies, when existing solutions 
may be adapted at lower risk in terms of cost and 
schedule. 

Although piracy is different from the threat of 
international terrorism, technologies or service solu-

tions in one area of critical vulnerability may be ap-
plicable to others. Therefore, embracing design 
modularity, which allows new capabilities to be 
“plugged in” to existing platforms or systems, may be 
a successful strategy for technology and service pro-
viders with a niche capability. For example, a UAV 
platform may be designed with a modular payload 
bay capable of carrying a variety of sensors or other 
devices tailored to provide surveillance over a port 
and/or to relay communications and data from other 
platforms. 

Finally, wartime priorities will continue to pres-
sure the capacity of US and allied defense forces to 
contribute the lion’s share of capability for interna-
tional maritime security. The current operational 
context will drive closer partnerships with allies and 
other agencies, along the lines of Chief of Naval Op-
erations Admiral Michael G. Mullen’s concept of the 
“1,000-ship Navy.” 

Technology and service providers must develop 
an in-depth understanding of the various stake-
holders’ requirements, and of the drivers behind 
those requirements. In devising an appropriate 
growth strategy in what remains a fiscally con-
strained market, security providers should pay close 
attention to three main market considerations: regu-
latory changes; resource availability; and technology 
fit. 

Regulatory Framework. Industry must remain 
informed of the constantly changing regulatory 
framework under which government port authori-
ties, security agencies and defense forces operate. De-
veloping relationships with domestic and interna-
tional regulatory bodies, such as the IMO and DHS, 
is a good first step. Additionally, it is important to 
develop relationships with key associations that rep-
resent the interests of customers, such as AAPA and 
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the International Shipping Federation. 
Resource Availability. A proper understanding 

of the regulatory environment alone is not sufficient 
for making smart investment decisions. Security pro-
viders must assess potential limits of current re-
source profiles and the key drivers behind these limi-
tations, including the availability and sustainability 
of government and commercial investment. 

Technology Fit. For technology and service pro-
viders, developing an approach to the market that 
meets very specific customer demands will be the 
deciding factor. Industry should understand where 
technology fits into the market, and where proce-
dural and operational risk management approaches 
override the need for new technology. Understand-
ing how each customer group—government or com-
mercial—defines its security priorities is the first step 
to finding the appropriate insertion point for tech-
nology. Affordability and open architecture are key 
program and design elements, as no customer group 
is willing to pay for extensive research and develop-
ment or for proprietary approaches that do not inte-
grate well with existing infrastructure, platforms, or 
systems. Successful solutions will be those that inte-
grate low-cost, low-risk technologies within the 
framework of a customer’s existing assets. 

The requirements for securing international 
maritime trade have opened opportunities for greater 
investment by government and industry. However, 
the challenges for security and technology providers 
remain significant. Multiple stakeholders approach 
the security problem from overlapping but ultimately 

different perspectives. The requirements of no one 
stakeholder dictate the course for all others. Resource 
limitations across all three domains—ports, shipping, 
maritime defense—are apparent, with little tolerance 
in any community for high spending. For security 
and technology providers, the keys to taking part in 
this market space will be to develop close coopera-
tion with government and industry stakeholders and 
to bring to the table affordable technology solutions 
that can be directly applied to existing infrastructure 
and platforms. 
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